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Dynamic DNS

Reverse proxy

Captive portal guest network
Supports concurrent IPv4 and IPv6
NAT mapping (inbound/outbound)
VLAN support (802.1q)
Configurable static routing

IPv6 network prefix translation
IPv6 router advertisements
Multiple IP addresses per interface
DHCP server

DNS forwarding

Wake-on-LAN

PPPoE Server

IPsec and OpenVPN

Site-to-site and remote access VPN support
SSL encryption

VPN client for multiple operating systems
L2TP/IPsec for mobile devices
Multi-WAN for failover

IPv6 support

Split tunneling

Multiple tunnels

VPN tunnel failover

NAT support

Automatic or custom routing

Local user authentication or RADIUS/LDAP
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Intrusion Prevention System

Layer 7 application detection

Multiple rules sources and categories
Emerging threats database

IP blacklist database

Pre-set rule profiles

Per-interface configuration

Suppressing false positive alerts

Deep Packet Inspection (DPI)

application blocking

based packet analyzer

Multi-WAN load balancing

Automatic connection failover

Bandwidth throttling

Traffic shaping wizard

Reserve or restrict bandwidth based on traffic priority
Fair sharing bandwidth

User data transfer quotas

Local user and group database

User and group-based privileges

Optional automatic account expiration
External RADIUS authentication
Automatic lockout after repeated attempts
HTTP and HTTPS proxy

Non Transparent or Transparent caching proxy
Domain/URL filtering

Anti-virus filtering
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SafeSearch for search engines

HTTPS URL and content screening

Website access reporting

Domain Name blacklisting (DNSBL)

Web interface security protection

CSRF protection

HTTP Referer enforcement

DNS Rebinding protection

HTTP Strict Transport Security

Frame protection

Optional key-based SSH access

Dashboard with configurable widgets

Local logging

Remote logging

Local monitoring graphs

Real-time interface traffic graphs

SNMP monitoring

Notifications via web interface, SMTP, or Growl
Hardware monitoring

Networking diagnostic tools
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1.2.1

Stateful Packet Inspection (SPI) .1.2.2
GeoIP blocking .1.2.3

Anti-Spoofing .1.2.4

Time based rules .1.2.5

Connection limits .1.2.6

Dynamic DNS .1.2.7

Reverse proxy .1.2.8

Captive portal guest network .1.2.9
Supports concurrent IPv4 and IPv6.1.2.10
NAT mapping (inbound/outbound).1.2.11
VLAN support (802.1q).1.2.12
Configurable static routing .1.2.13

IPv6 network prefix translation .1.2.14
IPV6 router advertisements.1.2.15

Multiple IP addresses per interface .1.2.16
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DHCP server.1.2.17

DNS forwarding.1.2.18

Wake-on-LAN .1.2.19

PPPoE Server.1.2.20

IPsec and OpenVPN.1.2.21

Site-to-site and remote access VPN support.1.2.22
SSL encryption .1.2.23

VPN client for multiple operating systems.1.2.24
L2TP/IPsec for mobile devices .1.2.25

Multi-WAN for failover.1.2.26

IPv6 support.1.2.27

Split tunneling .1.2.28

Multiple tunnels .1.2.29

VPN tunnel failover.1.2.30

NAT support.1.2.31

Automatic or custom routing.1.2.32

Local user authentication or RADIUS/LDAP .1.2.33
Intrusion Prevention System.1.2.34

Layer 7 application detection.1.2.35

Multiple rules sources and categories.1.2.36
Emerging threats database .1.2.37

IP blacklist database .1.2.38

Pre-set rule profiles.1.2.39

Per-interface configuration.1.2.40

Suppressing false positive alerts .1.2.41

Deep Packet Inspection (DPI).1.2.42

application blocking .1.2.43
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based packet analyzer.1.2.44

Multi-WAN load balancing .1.2.45

Automatic connection failover.1.2.46

Bandwidth throttling .1.2.47

Traffic shaping wizard .1.2.48

Reserve or restrict bandwidth based on traffic priority .1.2.49
Fair sharing bandwidth.1.2.50

User data transfer quotas.1.2.51

Local user and group database .1.2.52

User and group-based privileges .1.2.53

Optional automatic account expiration.1.2.54
External RADIUS authentication .1.2.55
Automatic lockout after repeated attempts.1.2.56
HTTP and HTTPS proxy .1.2.57

Non Transparent or Transparent caching proxy.1.2.58
Domain/URL filtering .1.2.59

Anti-virus filtering .1.2.60

SafeSearch for search engines.1.2.61

HTTPS URL and content screening .1.2.62
Website access reporting.1.2.63

Domain Name blacklisting (DNSBL) .1.2.64

Web interface security protection.1.2.65

CSRF protection .1.2.66

HTTP Referer enforcement .1.2.67

DNS Rebinding protection.1.2.68

HTTP Strict Transport Security .1.2.69

Frame protection.1.2.70
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Optional key-based SSH access .1.2.71

Dashboard with configurable widgets.1.2.72

Local logging.1.2.73

Remote logging .1.2.74

Local monitoring graphs .1.2.75

Real-time interface traffic graphs.1.2.76

SNMP monitoring .1.2.77

Notifications via web interface, SMTP, or Growl!.1.2.78
Hardware monitoring .1.2.79

Networking diagnostic tools .1.2.80
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Stateful Packet Inspection (SPI)
GeolIP blocking

Anti-Spoofing

Time based rules

Connection limits

Dynamic DNS

Reverse proxy

Captive portal guest network
Supports concurrent IPv4 and IPv6
NAT mapping (inbound/outbound)
VLAN support (802.1q)
Configurable static routing

IPv6 network prefix translation
IPv6 router advertisements
Multiple IP addresses per interface
DHCP server

DNS forwarding

Wake-on-LAN

PPPoE Server

IPsec and OpenVPN

Site-to-site and remote access VPN support
SSL encryption

VPN client for multiple operating systems
L2TP/IPsec for mobile devices
Multi-WAN for failover

IPv6 support
7670110 M2INT,7.0.0 PIND TN 12,10 IIPMINN /N

hlr@hlr.co.il 08-9315123 :opa ,08-9480100 : 5V

1.3.1
.1.3.2
.1.3.3
1.3.4
.1.3.5
.1.3.6
1.3.7
.1.3.8
.1.3.9
.1.3.10
1.3.11
.1.3.12
.1.3.13
1.3.14
.1.3.15
.1.3.16
1.3.17
.1.3.18
.1.3.19
.1.3.20
1.3.21
.1.3.22
.1.3.23
.1.3.24
.1.3.25
.1.3.26
1.3.27



| ‘ |

1.9.0

nin'eY Mann
»"va niam

Split tunneling

Multiple tunnels

VPN tunnel failover

NAT support

Automatic or custom routing

Local user authentication or RADIUS/LDAP
Intrusion Prevention System

Layer 7 application detection
Multiple rules sources and categories
Emerging threats database

IP blacklist database

Pre-set rule profiles

Per-interface configuration
Suppressing false positive alerts
Deep Packet Inspection (DPT)
application blocking

based packet analyzer

Multi-WAN load balancing

Automatic connection failover
Bandwidth throttling

Traffic shaping wizard

Reserve or restrict bandwidth based on traffic priority
Fair sharing bandwidth

User data transfer quotas

Local user and group database

User and group-based privileges

Optional automatic account expiration
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External RADIUS authentication
Automatic lockout after repeated attempts
HTTP and HTTPS proxy

Non Transparent or Transparent caching proxy
Domain/URL filtering

Anti-virus filtering

SafeSearch for search engines

HTTPS URL and content screening
Website access reporting

Domain Name blacklisting (DNSBL)

Web interface security protection

CSRF protection

HTTP Referer enforcement

DNS Rebinding protection

HTTP Strict Transport Security

Frame protection

Optional key-based SSH access
Dashboard with configurable widgets
Local logging

Remote logging

Local monitoring graphs

Real-time interface traffic graphs

SNMP monitoring

Notifications via web interface, SMTP, or Growl
Hardware monitoring

Networking diagnostic tools
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